HIPAA's Privacy Rule

Objectives

Define the legal responsibilities of a health information specialist with re​gard to the regulations specified in the Health Insurance Portability and Accountability Act (HIPAA)

· Understand the importance of respecting patients’ right to privacy 

· Apply and maintain good health care communications while protecting patients’ privacy 

· Work within the law in the patients’ best interests 

· Know the penalties for breaking the law 

Chapter Outline

�1. Key Terms 

�2. Objectives Who Is Responsible For Obeying This Law 

�3. What This Law Covers 

(a) The Use and Disclosure of PHI 

(b) Getting Written Approval 

(c) Permitted Uses and Disclosures 

(d) Privacy Notices 

(e) Violating HIPAA’s Privacy Rule 

�4. Chapter Summary 

�5. Chapter Review 

Introduction

The Health Insurance Portability and Accountability Act, more commonly known as HIPAA (pronounced hip-aah), directly applies to your students.

Chapter 2 begins with a recap of why HIPAA’s Privacy Rule is so impor​tant to insurance coding and billing professionals. The chapter continues by identifying exactly who is responsible for obeying this federal law and specifically what the law covers with regard to a health care facility and the individuals it serves.

Terms used in the HIPAA law, such as “Use” and “Disclosure” are de​fined and illustrated with examples to help students completely understand the concepts and responsibilities involved.

Written releases, permissible uses and disclosures of protected health in​formation, and privacy notices are all explained and illustrated with sam​ples and examples.

Chapter 2 finishes its coverage of HIPAA’s Privacy Rule with a review of the penalties for failing to comply with the terms of the rule.

Teaching Considerations

Tying personal experiences in, along with current events, such as newspa​per articles, will help students wrap their minds around the importance of confidentiality and respecting patient’s privacy and the rules relating to those actions presented in this chapter.

Teaching Ancillaries

Instructor Productivity Center CD-ROM: A PowerPoint® presentation is available to augment the instructor’s lecture time. In addition, the presen​tation can be used as a handout for individual student review. This PowerPoint® provides a step-by-step walk through Chapter 2. The EZ-Test system allows you to quickly create a customized test using the supplied test bank or your own questions.

Online Learning Center: www.mhhe.com/icec-safian The Online Learning Center will provide you with interactive links, PageOut (a wonderful system for you to create an online information central base for your students), crossword puzzles, concentration games, flashcards, and additional testing options.

Resources

1. The Health Insurance Portability and Accountability Act (HIPPA) also known as The Kennedy Kassebaum Bill, Public Law 104–191 [H.R. 3103], was signed into law August 21, 1996. 

2. The Journal of AHIMA published monthly by the American Health Information Management Association offers regular articles on HIPAA as well as other concepts covered in the text. Call 312-233-1100 or go to www.ahima.org 

Websites

· Department of Health and Human Services: www.dhhs.gov/ocr/hipaa 

· Designated Standard Maintenance Organization: www.hipaa-dsmo.org 

· DHHS-Office of Inspector General: www.oig.hhs.gov 

· Fraud Prevention and Detection: http://oig.hhs.gov/fraud.html 

Discussion Activities

1. Ask students to discuss any events they have had that they now know violated HIPAA’s Privacy Rule. (Such as tests or records being released without ID, or test results being shared over the telephone.) 

2. How would the students feel about being denied information about a loved one, such as a spouse, a child, or an elderly parent? Can they think of situations where a woman might not want her husband to know she is pregnant? (e.g., domestic abuse, rape) Or a situation where a parent should not be included in the conversation with a child who has been sexually abused? 

3. Why is it important that all members of a health care facility treat pa​tients with respect and dignity? Give some examples. 

4. Why is it more important to respect someone’s privacy than to tell some​one else that they may be at risk? 

5. How would students feel if it were their personal health information (pick something embarrassing like an STD) that was discussed at Denny’s and overheard by their parents or friends? 

6. Role Playing Activity: Student #1 works in a health care facility. Student #2, her best friend, discovers that her 16-year-old daughter has been to the health care office to see the physician. Student #2 de​mands that Student #1 tell her why her daughter was there. Student #1 knows that it is against the law for her to say anything. Student #2 puts their friendship at stake. 

Chapter 2 Quiz

Select true or false for each statement.

1. Covered entities include health care providers, health plans and health care clearinghouses. 
T
F 

2. The HIPAA Privacy Rule is all about the use and disclosure of Protected Health Information. 
T
F 

3. Protected Health Information includes any patient’s data, whether or not it contains personal  information. 
T
F 





4. Incidental use and disclosure includes the normal, day-to-day operations of care giving, such 
T
F 

as discussing a patient’s care with other health care providers. 



5. The Minimum Necessary Rule applies to all aspects of providing treatment. 
T
F 

6. All covered entities, except small health plans, must comply with the Privacy Rule as of 
T
F 

October 1, 2003. 



7. PHI can be shared without permission or authorization if it is in the interest of public health 
T
F 

and safety. 



8. A covered entity must disclose PHI when a spouse or child requests. 
T
F 

9. The Privacy Rule’s intent is to properly protect an individual’s privacy while not interfering  with the flow of information necessary to properly care for that person. 
T
F 

10. A covered entity must disclose PHI when a close relative calls to inquire. 
T
F 

11. Patients have the right to request an accounting of when their PHI has been disclosed and  to whom. 
T
F 

12. DHHS stands for the Department of Health & Human Services, which is responsible for  overseeing compliance of HIPAA. 
T
F 

13. An individual’s identifiable health information includes their birth date. 
T
F 

14. A covered entity is permitted to disclose for purposes of treatment, payment, and advertising  for new customers. 
T
F 

15. A designated personal representative is allowed to exercise all the rights of the patient  they represent. 
T
F 

16. The employees of the outside company that maintains the medical office’s computers are not  affected by the Privacy Rule. 
T
F 

17. Taking authorization over the phone from an individual is accepted, as long as you recognize  the patient’s voice. 
T
F 

18. PHI includes past, present and future physical or mental health or condition information. 
T
F 

19. Ensuring that patients’ privacy is protected is the responsibility only of the doctor or health  care provider who runs the office. 
T
F 

20. HIPAA is a state law. 
T
F 

21. Privacy notices only need to inform patients that the health care facility will do the best it can  to protect patients’ privacy and no more. 
T
F 

22. Privacy notices must be shown to patients and the patient must acknowledge this in writing. 
T
F 

23. HIPAA mandates that every health care facility appoint a Privacy Officer. 
T
F 

24. Health care facilities are not obligated to give patients information on how to file a complaint  regarding a possible HIPAA violation. 
T
F 

25. HIPAA’s Privacy Rule is really about respecting patient’s privacy. 
T
F 

Chapter 2 Quiz—Answer Key

1. T 
2. T 
3. F 
4. T 
5. F 
6. F
 7. T 
8. F 
9. T 
10. F 
11. T 
12. T 
13. T 

14. F 
15. T 
16. F 
17. F 
18. T 
19. F 
20. F 
21. F 
22. T 
23. T 
24. F 
25. T 


Answers to Chapter Review 

Multiple Choice

1. C 
2. B 
3. A 
4. B 
5. C 
6. A 
7. C 
8. A 
9. C 
10. A 
11. D 
12. D 
13. C 

14. B 
15. C 
16. C 
17. B 
18. C 
19. D 
20. C 







True/False

1. A 
2. B 
3. B 
4. A 
5. A 







