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Our HIPAA Compliance Program Personnel and Information

OUR PRACTICE INFORMATION

Name of Practice


Address


City_____________________________________________State ___________ Zip


Phone_____________________Fax___________________e-mail


OUR HIPAA COMPLIANCE OFFICER AND COMPLIANCE “HOTLINE”

The Department of Health and Human Services has recognized that it may not be financially feasible for non-institutional physician’s offices to maintain a telephone hotline solely dedicated to receiving calls on HIPAA Compliance Issues.  These practices may explore alternative methods, such as contracting with an independent source to provide hotline services or establishing a written method of confidential disclosure of HIPAA issues.  If a patient, employee, or anyone interfacing with our office has a complaint or question regarding the HIPAA policies of our practice, they should be directed to the following person by telephone or in person.  

Name and Title


Firm 


Address


City_____________________________________________State ___________ Zip


Phone_____________________Fax___________________e-mail


HIPAA Compliance Officer RESPONSIBILITIES 

This person serves as the focal point for Compliance activities and with regard to planning, implementing, and monitoring our Compliance Program

Compliance to HIPAA policies is one of the many responsibilities this person has in our office.  Our Compliance Officer has authority to direct supervised personnel in our office as to the proper procedures to enable Compliance with HIPAA policies.  Our Compliance Officer has direct access to management.

Our Compliance Officer is responsible for the following:

· Overseeing and monitoring the implementation of our Compliance Program.

· Reporting to management on a regular basis regarding the progress of implementation and assisting management in establishing methods to improve our practice’s efficiency and quality of services, and to reduce our vulnerability to possible misuse of PHI.

· Developing, coordinating, and participating in a multifaceted educational training program that focuses on the elements of the Compliance Program and seeks to ensure that all appropriate employees and management are knowledgeable of, and comply with, pertinent federal and state standards.

· Ensuring that independent contractors and agents who furnish medical services to our clinic are aware of the requirements of the clinic’s Compliance Program with respect to HIPAA and the protection of PHI.

· Assisting the clinic’s financial management in coordinating internal Compliance review and monitoring activities, including annual or periodic reviews of the practice.

· Independently investigating and acting on matters related to Compliance, including the flexibility to design and coordinate internal investigations (e.g. responding to reports of problems or suspected violations) and any resulting corrective action with all employees, providers and sub-providers, agents and, if appropriate, independent contractors.

· Developing policies and programs that encourage managers and employees to report suspected  improprieties without fear of retaliation.

Our Compliance Officer has the authority to review all documents and other information that are relevant to Compliance activities, including, but not limited to, patient records, billing records, and records concerning the marketing efforts of our clinic and our clinic’s arrangements with other parties, this includes: employees, professionals on staff, independent contractors, suppliers, agents, and clinic-based physicians, etc.  This policy enables the Compliance Officer to review contracts and obligations (seeking the advice of our legal counsel, where appropriate) that may contain issues that could violate HIPAA provisions and other legal or regulatory requirements.  

OUR COMPLIANCE COMMITTEE/ADVISORS

(Note:  As a general rule, the Doctor(s)/Owner(s) etc. managers and outside consultants can be included as “Compliance Committee/Advisors.”  This can even be a committee of one.  The purpose of this Committee and the Advisors is to assist the HIPAA Compliance Officer and help in the implementation of the Compliance Program.  Examples of other members include, attorneys and professional consultants.)

Name and Title


Firm 


Address


City_____________________________________________State ___________ Zip


Phone_____________________Fax___________________e-mail


Name and Title


Firm 


Address


City_____________________________________________State ___________ Zip


Phone_____________________Fax___________________e-mail


Name and Title


Firm 


Address


City_____________________________________________State ___________ Zip


Phone_____________________Fax___________________e-mail


Name and Title


Firm 


Address


City_____________________________________________State ___________ Zip


Phone_____________________Fax___________________e-mail


“Compliance Committee” RESPONSIBLITIES

The Doctor(s)/Owner(s) AND CERTAIN OUTSIDE COUNSeL TO our Clinic constitutes an informal “Compliance Review Committee”  (This can be a Committee of one) and will advise the Compliance Officer and assist in the implementation of the Compliance Program.

The Committee’s functions include: 

· Analyzing the clinic’s industry environment, the legal requirements with which it must comply, and specific risk areas.

· Assessing existing policies and procedures that address these areas for possible incorporation into the Compliance Program.

· Working with appropriate employees to develop standards of conduct and policies and procedures to promote Compliance with our clinic’s program.

· Recommending and monitoring the development of internal systems and controls to carry out the organization’s standards, policies, and procedures as part of its daily operations.

· Determining the appropriate strategy/approach to promote Compliance with the program and detection of any potential violations, such as through hotlines and other fraud reporting mechanisms.

· Developing a system to solicit, evaluate and respond to complaints and problems.

Our Health Insurance Portability

and Accountability Act (HIPAA)

Compliance Manual

A plan to help our employees comply with the HIPAA Act

Warning:   We are serious about following HIPAA rules.  Not only because of our desire to comply in order to help patients and the industry, but also because HIPAA calls for severe civil and criminal penalties for noncompliance, including:

· fines up to $25K for multiple violations of the same standard in any calendar year 

· fines up to $250K and/or imprisonment up to 10 years for knowing misuse of individually identifiable health information 

OUR THREE BASIC HIPAA GOALS

The purpose of this manual is to teach our employees skills that will help them to comply with the Health Insurance Portability and Accountability Act of 1996.  The name “Health Insurance Portability and Accountability Act” (HIPAA) does not completely describe what this act is about.  In this manual we will try to simplify the key elements of HIPAA.  Congress has stated that the goal of HIPAA is to improve the efficiency and effectiveness of the health care system in the United States.  

While there are many facets of HIPAA, in reality all elements of the HIPAA ACT revolve around three key sets of standards that will affect our practice.  In summary here is our program for HIPAA compliance:  

1. We strive to comply with HIPAA guidelines by learning to protect our patient’s medical privacy.

2. We strive to comply with HIPAA guidelines by appropriately maintaining our patient information and billing processes in compliance with national standards.

3. We strive to comply with HIPAA guidelines by providing appropriate security of our patient records.

That’s it!  Those three principles are the heart and soul of HIPAA for our practice.  If you as an employee will keep these three goals in mind as you carry out your duties, we will progressively achieve compliance with the HIPAA Act.

INTRODUCTION TO HIPAA

Enacted by Congress in 1996, the HIPAA ACT included a series of  "administrative simplification" provisions that required the Department of Health and Human Services (HHS) to adopt national standards for electronic health care transactions.  

How will this improve the efficiency and effectiveness of the health care system in the United States?  By ensuring consistency throughout the industry, these national standards will make it easier for health plans, doctors, hospitals, and other health care providers to process claims and other transactions electronically.  This consistency is badly needed due to the countless variations in the way health care companies and individuals process patient records, claims, services, etc.  It is particularly important because of the electronic processing age that we live in.

The other key component of HIPAA, requiring security and privacy standards, has been created in order to protect personal health information.  HHS is issuing the following regulations, some of which are rules that are issued, and others are in development.  The following is a list of these rules and their status as of the fourth quarter 2001: 

· Electronic health care transactions (final rule issued); 

· Medical privacy (final rule issued); 

· Security requirements (proposed rule issued; final rule in development); 

· Unique identifier for employers (proposed rule issued; final rule in development); 

· Unique identifier for providers (proposed rule issued; final rule in development); 

· Unique identifier for health plans (proposed rule in development); 

· Enforcement procedures (proposed rule in development). 

As you can see, many of the HIPAA rules are in process and the guidelines and rules are changing as the government gets feedback from the industry.  One of the main objectives of the privacy guidelines is to help ensure fair and equal health care.  Privacy will help everyone attain fair insurance coverage and to avoid discrimination in other areas of our lives.  In addition, we feel strongly that protecting the privacy of our patient’s health records is an ethical obligation of our profession.

In addition, Congressional researchers have concluded that uniform national standards will save billions of dollars each year for health care businesses by lowering the costs of developing and maintaining software and reducing the time and expense needed to handle health care transactions. 

While this is all very good, the initial planning and implementation of HIPAA rules will take time, resources, and may be a bit confusing in the initial stages.  Once everyone is on board and the national standards are clear and in use, it makes sense that all phases of healthcare and our practice will benefit from these rules.  

If you are doing research, or helping others with research that involves our patients, first check with our compliance officer.


In order to make sense of the HIPAA rules, first a few definitions are in order.  In the sense that they are used in the HIPAA regulations, privacy and security are closely linked, so it's important for you to understand the difference: 

Privacy 

The Department of Health and Human Services describes privacy as the patient's right over the use and disclosure of his or her own personal health information. Privacy includes the right to determine when, how and to what extent personal information is shared with others. The HIPAA privacy rules grant new rights to patients to gain access to and control the use and disclosure of their personal health information. There are many reasons this new need for privacy has come about, but the core reason is that patient records are not longer tucked neatly away in a single family physician’s filing cabinet.  This is closely related to the factors that have caused a need for additional security.

Security  

Security guidelines refer to the specific measures a health care entity must take to protect personal health information from unauthorized breaches of privacy, such as might occur if information is stolen or sent to the wrong person in error. Security also includes measures taken to ensure against the loss of integrity of personal health information, such as might occur if patients' records are lost or destroyed by accident. The HIPAA privacy rules require general security measures to be put in place.The proposed security rules prescribe a detailed and comprehensive set of activities to guard against unauthorized disclosure of personal health information whether stored, transmitted electronically, or on paper. 

So as you can see security and privacy are closely related, but we treat them separately. You shall discover by studying this manual that we must keep our records not only secure, but private.

Personal Health Information - PHI

There's one more definition that will help you as you learn about HIPAA: 

It is easy to fall into the trap of thinking that the ideas of security and privacy apply only to a written document.  Throughout this manual, keep in mind that what you say to another person about a patient is just as protected as what you write or send electronically.  This is a key HIPAA term:  Personal health information (PHI) which is the HIPAA term for health information in any form (i.e., paper, electronic or verbal) that personally identifies a patient. 

As a result of our free market health care system in the United States, Health plans, hospitals, pharmacies, doctors, and other health care entities use a wide array of systems to process and track health care bills and other information.  Hospitals and doctor's offices that treat patients with many different types of health insurance understand the vast time and money that is spent ensuring that each claim contains the format, codes, and other details required by each insurer. Similarly, health plans spend time and money to ensure their systems can handle transactions from various health care providers, employers and other businesses or entities. 

The goal of HIPAA is to provide a wide array of provisions designed to make health insurance more affordable and accessible. With support from health plans, hospitals and other health care businesses, Congress included provisions in HIPAA to require HHS to adopt national standards for certain electronic health care transactions and security.  HIPAA also set a three-year deadline for Congress to enact comprehensive privacy legislation to protect medical records and other personal health information. 

Although at times it may seem tedious for our office to comply with these guidelines, in the long run our interactions with other health care entities and insurance providers will benefit from this standardization.  While the rules are still in a state of flux, and the entities involved and compliance schedules are changing, one rule is clear:  It is important to be moving toward HIPAA compliance and our office plan in order to show good effort in that direction.

The Department of Health and Human Services has given the following guidelines regarding HIPAA

COMPLIANCE SCHEDULE 

Under the law, most covered entities have two years to comply with each set of HIPAA standards once the final regulation takes effect, and small health plans have an additional year to comply. For most covered entities, compliance is required by Oct. 16, 2002, for the electronic transaction rule and by April 14, 2003, for the health information privacy rule. Congress set the schedule for compliance in the law itself. As described below, some of the dates described herein have been or will be changed by Congress as they obtain industry feedback.

The Department of Health and Human services has said that the training requirement for the HIPAA rule may be satisfied by a small physician practice by providing each new member of the workforce with a copy of its privacy policies and documenting that new members have reviewed the policies; whereas a large health plan may provide training through live instruction, video presentations, or interactive software programs. 

SUMMARY OF THE HIPAA RULE 

1. It sets boundaries on the use and release of health records. 

2. It establishes appropriate safeguards that health care providers and others must achieve to protect the privacy of health information. 

3. It holds violators accountable, with civil and criminal penalties that can be imposed if they violate patients' privacy rights. 

4. And it strikes a balance when public responsibility requires disclosure of some forms of data - for example, to protect public health. 

5. For patients - it means being able to make informed choices when seeking care and reimbursement for care based on how personal health information may be used.
6. It enables patients to find out how their information may be used and what disclosures of their information have been made. 

7. It generally limits release of information to the minimum reasonably needed for the purpose of the disclosure. 

8. It gives patients the right to examine and obtain a copy of their own health records and request corrections. 

Our goal in reviewing and updating our privacy standards centers on these components of the final rule.  In all that we do in connection with patient records we should keep in mind the above principles. 

Prior to HIPAA, many health care providers, for professional or ethical reasons, would routinely obtain a patient's consent for disclosure of information to insurance companies or for other purposes. The Privacy Rule was created in order to build on these practices by establishing a uniform standard for certain health care providers to obtain their patients' consent for uses and disclosures of health information about the patient to carry out Treatment, Payment, or Health Care Operations.  (Hereinafter called TPO).

The HIPAA Privacy Rule establishes a federal requirement that most doctors, hospitals, or other health care providers obtain a patient's written consent before using or disclosing the patient's personal health information to carry out treatment, payment, or health care operations. 

We are required to obtain consent from a patient for use or disclosure of patient health information only one time. This is true regardless of whether there is a connected course of treatment or treatment for unrelated conditions. A provider will need to obtain a new consent from a patient only if the patient has revoked the consent between treatments.

Here are six key components of this rule:

1) Patient consent is required before a covered health care provider that has a direct treatment relationship with the patient may use or disclose Personal health information (PHI) for purposes of TPO. Exceptions to this standard are shown in #2.

2) Uses and disclosures for TPO may be permitted without prior consent in an emergency, when a provider is required by law to treat the individual, or when there are substantial communication barriers. 

3) Health care providers that have indirect treatment relationships with patients (such as laboratories that only interact with physicians and not patients), health plans, and health care clearinghouses may use and disclose PHI for purposes of TPO without obtaining a patient's consent. The rule permits such entities to obtain consent, if they choose. This does not in any way exclude these entities from keeping patient health care private.

4) If a patient refuses to consent to the use or disclosure of their PHI to carry out TPO, the health care provider may refuse to treat the patient. 

5) A provider need only obtain a patient’s written consent one time. 

6) Our consent document was written to follow HHS guidelines, which state:  “The consent document may be brief and may be written in general terms. It must be written in plain language, inform the individual that information may be used and disclosed for TPO, state the patient's rights to review the provider's privacy notice, to request restrictions and to revoke consent, and be dated and signed by the individual (or his or her representative).” 

Our patient’s have individual rights as they pertain to consent.

· Any of our patients may revoke consent in writing.  

· If the patient has previously given consent, the patient may not revoke actions that have already been taken which relied on a previously signed consent.  

· If at some time a patient revokes consent in writing, this information should be put in the patients file attached permanently to the previous consent form(s).

· Any patient may request restrictions on uses or disclosures of health information for TPO.  

· Our practice is not required to agree to the restriction requested, but we are bound by any restriction to which we agree.  

· Any such restrictions should be discussed with the HIPAA compliance officer and prominently displayed in the patient’s files.

· All of our patients must be given a notice of our privacy practices and they may review that notice prior to signing a consent form. 

How long do we need to keep patient consent forms?

By law our office must retain signed consents for 6 years from the date it was last in effect. The Privacy Rule does not dictate the form in which these consents are to be retained by the covered entity.  If you have any questions about the storing of patient consent forms contact our HIPAA compliance officer.

The HIPAA Rule has “transition provisions” which allow providers to rely on consents received prior to April 14, 2003 (the compliance date of the Privacy Rule for most covered entities), for uses and disclosures of health information obtained prior to that date. 

 
As a general rule our practice feels that the term is self-explanatory.  Whenever you are dealing with patient health care information always review and/or disclose the minimum necessary information in order for our patients to get the best health care possible.  

HHS has declared that health care workers must take reasonable steps to limit the use or disclosure of, and requests for Personal health information (PHI) to the minimum necessary to accomplish the intended purpose. The minimum necessary provisions do not apply to the following:

· Disclosures to or requests by a health care provider for treatment purposes. 

· Disclosures to the individual who is the subject of the information. 

· Uses or disclosures made pursuant to an authorization requested by the individual. 

· Uses or disclosures required for compliance with the standardized Health Insurance Portability and Accountability Act (HIPAA) transactions. 

· Disclosures to the Department of Health and Human Services (HHS) when disclosure of information is required under the rule for enforcement purposes. 

· Uses or disclosures that are required by other law. 

If you ever have any questions regarding your access to patient information please ask our HIPAA Compliance Officer
Sign –in Sheets

HHS did not intend the Privacy Rule to prohibit the use of sign-in sheet in doctors’ and physicians’ offices.   As of the fourth quarter 2001, The Privacy Rule is ambiguous about this common practice. HHS has said that they intend to propose modifications to the rule to clarify that this and similar practices are permissible.

When is too much information too much?

What if you are in a situation where you believe that a request for patient information is seeking more than the minimum necessary PHI?  If this occurs, the Privacy Rule requires you to limit the disclosure to the minimum you think is necessary using a reasonable effort to limit patient information while providing the best care for the patient.  The rule actually does permit you to rely on the judgment of the person requesting the information.  But it says that the reliance must be reasonable.  It even says that despite your concerns you may make the disclosure as requested, again, if it is reasonable. 

Keep in mind that nothing in the Privacy Rule prevents you from discussing its concerns with the person making the request, and negotiating an information exchange that meets the needs of both parties. If you have real concern about a request, contact our Compliance Officer.

The most difficult situations are when a non-routine disclosure is needed.  As a general rule, these special situations should be discussed with our HIPAA Compliance Officer.  In these cases we want to be especially vigilant that we determine and limit disclosure to only the minimum amount of PHI necessary to accomplish the purpose of the non-routine disclosure.

HHS has said that in certain circumstances, the Privacy Rule permits a covered entity to rely on the judgment of the party requesting the disclosure as to the minimum amount of information that is needed. Such reliance must be reasonable under the particular circumstances of the request. This reliance is permitted when the request is made by:

· A public official or agency for a disclosure permitted under § 164.512 of the rule. 

· Another covered entity. 

· A professional who is a workforce member or business associate of the covered entity holding the information. 

· A researcher with appropriate documentation from an Institutional Review Board (IRB) or Privacy Board. 

The rule does not require such reliance, however, and the covered entity always retains discretion to make its own minimum necessary determination for disclosures to which the standard applies.

We must make reasonable efforts to limit use and disclosure of patient information

HHS has said that each health care entity must determine its own set of standards for minimum necessary use and disclosure of patient information.  The Privacy Rule requires a covered entity to make reasonable efforts to limit use, disclosure of, and requests for PHI to the minimum necessary to accomplish the intended purpose. To allow covered entities the flexibility to address their unique circumstances, the rule requires covered entities to make their own assessment of what PHI is reasonably necessary for a particular purpose, given the characteristics of their business and workforce. This is not a strict standard and covered entities need not limit information uses or disclosures to those that are absolutely needed to serve the purpose. Rather, this is a reasonableness standard that calls for an approach consistent with the best practices and guidelines already used by many providers today this will limit the unnecessary sharing of medical information.

We must evaluate our practice and enhance protections as needed to prevent unnecessary or inappropriate access to PHI.  If you have any suggestions as to how we can better limit access to and disclosure of our patient information please bring this information to our HIPAA Compliance Officer.  The minimum necessary standard is intended to reflect and be consistent with, not override, professional judgment and standards. We want to appropriately limit access to personal health information without sacrificing the quality of health care that we offer.

There are some who worry that the minimum necessary restrictions impede the delivery of quality health care by preventing or hindering necessary exchanges of patient medical information among health care providers involved in treatment.  We want to remind our employees that disclosures for treatment purposes (including requests for disclosures) between health care providers are explicitly exempted from the minimum necessary requirements.  The Privacy Rule provides our practice with substantial discretion as to how to implement the minimum necessary standard, and appropriately and reasonably limit access to the use of the health information concerning our patients. The rule recognizes that we are in the best position to know and determine who in our workforce needs access to personal health information to perform their jobs.  

Medical Residents, medical students, nursing students, and other medical trainees

The minimum necessary requirements do not prohibit medical residents, medical students, nursing students, and other medical trainees from accessing patients' medical information in the course of their training.  The definition of "health care operations" in the rule provides for "conducting training programs in which students, trainees, or practitioners in areas of health care learn under supervision to practice or improve their skills as health care providers."

Third parties

The minimum necessary concept does not need to be applied to disclosures to third parties that are authorized by an individual unless the authorization was requested by a covered entity for its own purposes.  The Privacy Rule exempts from the minimum necessary requirements most uses or disclosures that are authorized by an individual.  This includes authorizations that covered entities may receive directly from third parties, such as: life, disability, or casualty authorized insurers pursuant to the patient's application for or claim under an insurance policy.  For example, if a covered health care provider receives an individual's authorization to disclose medical information to a life insurer for underwriting purposes, the provider is permitted to disclose the information requested on the authorization without making any minimum necessary determination. The authorization must meet the requirements of the HIPAA act and, again, minimum necessary does apply to authorizations requested by the covered entity for its own purposes.
Disclosures to Federal and State Agencies

We are not required to make a minimum necessary determination to disclose to federal or state agencies, such as, the Social Security Administration (SSA) or its affiliated state agencies, or for individual applications for federal or state benefits?  These disclosures must be authorized by an individual and, therefore, are exempt from the minimum necessary requirements.  HHS has said further that use of the provider's own authorization form is not required. Providers can accept an agency's authorization form as long as it meets the requirements of § 164.508 of the rule.  For example, disclosures to SSA (or its affiliated state agencies) for purposes of determining eligibility for disability benefits are currently made subject to an individual's completed SSA authorization form. After the compliance date, the current process may continue subject only to modest changes in the SSA authorization form to conform to the requirements in the rule.

Disclosure of an entire medical record

HHS has said that the Privacy Rule does not prohibit use, disclosure, or requests of an entire medical record.  As with all of our policies the balance is to keep the patients health care utmost in your mind while at the same time divulging the minimum information about the patient that is necessary for their best care.  HSS has also said that a covered entity may use, disclose, or request an entire medical record without a case-by-case justification. If the covered entity has documented in its policies and procedures that the entire medical record is the amount reasonably necessary for certain identified purposes.  For this reason it is important that you are aware of those persons or classes of person in our workforce that need to see the entire medical record and the conditions, if any, that are appropriate for such access.  Our HIPAA Compliance Officer can help identify our policies and procedures for routine disclosures and requests. As well as the criteria used for non-routine disclosures that would identify the circumstances under which disclosing or requesting the entire medical record is reasonably necessary for particular purposes. Our compliance officer can clarify criteria to assist you in determining when to request the entire medical record.  With this in mind, it is clear that the Privacy Rule does not require that a justification be provided with respect to each distinct medical record.  Keep in mind that no justification is needed in instances where the minimum necessary standard does not apply, such as disclosures to or requests by the health care provider for treatment, or disclosures to the individual.

Remember the concept of reasonable efforts

HHS was asked if health care practices are required to completely restructure existing workflow systems, including redesigns of office space and upgrades of computer systems, in order to comply with the minimum necessary requirements.  They said no.  The Rule says that the basic standard for minimum necessary uses requires that covered entities make reasonable efforts to limit access to PHI to those in the workforce that need access based on their roles in the covered entity.  The Department generally does not consider facility redesigns as necessary to meet the reasonableness standard for minimum necessary uses. 

On the other hand HHS has said that health care providers may need to make certain adjustments to their facilities to minimize access, such as isolating and locking file cabinets or records rooms, or providing additional security, such as passwords, on computers maintaining personal information.  If you find any situations in our offices where you feel that our patient information is not secure, please contact your supervisor.

In this light, HHS has said that we should take into account our ability to configure our record systems to allow access to only certain fields, and the practicality of organizing systems to allow this capacity.  HHS has said that it may not be reasonable for a small, solo practitioner, with a largely paper-based records system, to limit access to certain employees. Alternatively, a hospital with an electronic patient record system may reasonably implement such controls, and therefore, may choose to limit access in this manner to comply with the rule.  This is what is meant by reasonable efforts.

Regarding patient medical charts at bedside, empty prescription vials, X-ray light boards

HHS has indicated that specific workplace practices need to remain as they have been developed over the years in order to maintain proper patient care and reasonable workflow.   The minimum necessary standards do not prohibit us from maintaining patient medical charts at bedside, nor do they require that we shred empty prescription vials, or require that X-ray light boards be isolated.

We must, in accordance with other provisions of the Privacy Rule, take reasonable precautions to prevent inadvertent or unnecessary disclosures.  For example, while the Privacy Rule does not require that X-ray boards be totally isolated from all other functions, it does require us to take reasonable precautions to protect X-rays from being accessible to the public. 

Minimum Necessary Disclosure and Transactions Standards

HHS has said that the minimum necessary standard does not conflict with the Transactions standards and that minimum necessary does not specifically apply to the standard transactions.
This is because the Privacy Rule exempts from the minimum necessary standard any uses or disclosures that are required for compliance with the applicable requirements of the subchapter. This includes all data elements that are required or situationally required in the standard transactions. In a way, the Transactions standards guide you to give the right information.  However, in many cases, covered entities have significant discretion as to the information included in these transactions. This standard does apply to those optional data elements.


Basic Rules for Oral Communications about Patient Health Records

· We are required to reasonably safeguard Personal health information (PHI) - including oral information - from any intentional or unintentional use or disclosure that is in violation of the Privacy rule.  The rules of oral communication basically are the same as those of written communication.  You should always use the minimum necessary information for best health care.  

· In particular with oral communications we require that our employees be discrete when talking to or about patients.  Be aware of who is in the area, who could listen in.  Because we discuss health care issues all day, it may be easy to assume a patient is not private about this information.  Always assume the patient wants the minimum number of ears to hear the minimum necessary information about their health care.   Again, the minimum necessary standard does not apply to disclosures, including oral disclosures, among providers for treatment purposes. 

· "Reasonably safeguard" means that you must make reasonable efforts to prevent uses and disclosures not permitted by the rule.  However, HHS does not expect reasonable safeguards to guarantee the privacy of PHI from any and all potential risks. HHS has said that in determining whether a covered entity has provided reasonable safeguards, the Department will take into account all the circumstances, including the potential effects on patient care and the financial and administrative burden of any safeguards.  Remember, balance privacy with patient care.

· It is important that all our employees interacting with patients speak quietly when discussing a patient's condition with family members in a waiting room or other public area, and avoid using patients' names in public hallways and elevators.  Protection of patient confidentiality is an important part of our practice.  

· If the patient or others has difficulty hearing or exhibits other communication problems, take them to a private area when discussing health information.  There is nothing more embarrassing to a patient than to be walking out of a crowded waiting room and have the nurse talking about their treatment or medications.  It is not only embarrassing, now it is illegal.  

Talking to other providers and patients

· Health care staff may orally coordinate services at hospital nursing stations. 

· Nurses or other health care professionals may discuss a patient's condition over the phone with the patient, a provider, or a family member. 

· A health care professional may discuss lab test results with a patient or other provider in a joint treatment area. 

· Health care professionals may discuss a patient's condition during training rounds in an academic or training institution. 

Calling out Patient names

As of fourth quarter 2001, HHS has not provided specific instructions regarding calling out patient names in waiting rooms.  They have said that they will propose regulatory language to reinforce and clarify that these and similar oral communications are permissible.

 

In allowing providers and plans to give Personal health information (PHI) to "business associates," the Privacy Rule conditions such disclosures on the provider or plan obtaining, typically by contract, satisfactory assurances that the business associate will:

1. Use the information only for the purposes for which they were engaged by the covered entity.

2. Safeguard the information from misuse.

3. Help the covered entity comply with the covered entity's duties to provide individuals with access to health information about them and a history of certain disclosures (e.g., if the business associate maintains the only copy of information, it must promise to cooperate with the covered entity to provide individuals access to information upon request). 

HHS has stressed that PHI may be disclosed to a business associate only to help the providers and plans carry out their health care functions - not for independent use by the business associate.  If you have any questions about whether a particular business associate of ours is properly contracted under the HIPAA rules, please contact the Compliance Officer.  We have a “Business Associates PHI Privacy Agreement” that should be used in situations where required.


It is our policy to work closely and cooperatively with our patients to insure that they understand their health conditions at all times.  We encourage questions and give answers that are clear and understandable to our patients.  The Privacy Rule provides individuals with certain rights with respect to their personal health information, including the right to obtain access to and to request amendment of health information about themselves. These rights rest with that individual, or with the "personal representative" of that individual. In general, a person's right to control Personal health information (PHI) is based on that person's right (under state or other applicable law, e.g., tribal or military law) to control the health care itself.

The concepts below will give you excellent guidance regarding confidential relationships and parents or guardians.  If you find yourself in a situation where you are not sure as to the PHI you should divulge to a parent, guardian, or child, please check with our Compliance Officer.

Because a parent usually has authority to make health care decisions about his or her minor child, a parent is generally a "personal representative" of his or her minor child under the Privacy Rule and has the right to obtain access to health information about his or her minor child. This would also be true in the case of a guardian or other person acting in loco parentis of a minor.

There are exceptions in which a parent might not be the "personal representative" with respect to certain health information about a minor child. In the following situations, the Privacy Rule defers to determinations under other law that the parent does not control the minor's health care decisions and, thus, does not control the PHI related to that care.

· When state or other law does not require consent of a parent or other person before a minor can obtain a particular health care service, and the minor consents to the health care service, the parent is not the minor's personal representative under the Privacy Rule. For example, when a state law provides an adolescent the right to consent to mental health treatment without the consent of his or her parent, and the adolescent obtains such treatment without the consent of the parent, the parent is not the personal representative under the Privacy Rule for that treatment. The minor may choose to involve a parent in these health care decisions without giving up his or her right to control the related health information. Of course, the minor may always have the parent continue to be his or her personal representative even in these situations. 

· When a court determines or other law authorizes someone other than the parent to make treatment decisions for a minor, the parent is not the personal representative of the minor for the relevant services. For example, courts may grant authority to make health care decisions for the minor to an adult other than the parent, to the minor, or the court may make the decision(s) itself. In order to not undermine these court decisions, the parent is not the personal representative under the Privacy Rule in these circumstances. 

In the following situations, the Privacy Rule reflects current professional practice in determining that the parent is not the minor's personal representative with respect to the relevant PHI:

· When a parent agrees to a confidential relationship between the minor and the physician, the parent does not have access to the health information related to that conversation or relationship. For example, if a physician asks the parent of a 16-year old if the physician can talk with the child confidentially about a medical condition and the parent agrees, the parent would not control the PHI that was discussed during that confidential conference. 

· When a physician (or other covered entity) reasonably believes in his or her professional judgment that the child has been or may be subjected to abuse or neglect, or that treating the parent as the child's personal representative could endanger the child, the physician may choose not to treat the parent as the personal representative of the child. 

State Laws

In addition to the provisions (described above) tying the right to control information to the right to control treatment, the Privacy Rule also states that it does not preempt state laws that specifically address disclosure of health information about a minor to a parent (§ 160.202). This is true whether the state law authorizes or prohibits such disclosure. Thus, if a physician believes that disclosure of information about a minor would endanger that minor, but a state law requires disclosure to a parent, the physician may comply with the state law without violating the Privacy Rule. Similarly, a provider may comply with a state law that requires disclosure to a parent and would not have to accommodate a request for confidential communications that would be contrary to state law.

Parents and their children's medical records

HHS has said that the Privacy Rule generally allows parents, as their minor children's personal representatives, to have access to information about the health and well-being of their children, this occurs when state or other underlying law allows parents to make treatment decisions for the child. 

There are two exceptions to the above statement: 

1. When the parent agrees that the minor and the health care provider may have a confidential relationship, the provider is allowed to withhold information from the parent to the extent of that agreement.  If a parent agrees to this, the person giving the care should make an easily identifiable record of this agreement in the patient chart.  

2. When the provider reasonably believes in his or her professional judgment that the child has been or may be subjected to abuse or neglect, or that treating the parent as the child's personal representative could endanger the child, the provider is permitted not to treat the parent as the child's personal representative with respect to health information.

Parental Consent

The Privacy Rule addresses access to health information, not the underlying treatment.  The Rule does not address consent to treatment, nor does it preempt or change state or other laws that address consent to treatment. 

Emergency medical care without a parent's consent

Even though a parent does not provide consent to treatment in an emergency medical situation, under the Privacy Rule, the parent would still be the child's personal representative. This would not be so only when the minor provided consent (and no other consent is required) or the treating physician suspects abuse or neglect or reasonably believes that releasing the information to the parent will endanger the child.


In order to understand the Privacy Rule as it pertains to patient payments, we first must give the HHS definition of payment.  "Payment" is a defined term that encompasses the various activities of health care providers to obtain payment or be reimbursed for their services and for a health plan to obtain premiums, to fulfill their coverage responsibilities and provide benefits under the plan, and to obtain or provide reimbursement for the provision of health care.  In addition to the general definition, the Privacy Rule provides examples of common payment activities which include, but are not limited to:

· Determining eligibility or coverage under a plan and adjudicating claims; 

· Risk adjustments; 

· Billing and collection activities; 

· Reviewing health care services for medical necessity, coverage, justification of charges, and the like; 

· Utilization review activities; and 

· Disclosures to consumer reporting agencies (limited to specified identifying information about the individual, his or her payment history, and identifying information about the covered entity). 

HHS has said that as provided for by the Privacy Rule, our practice may use and disclose Personal health information (PHI) for payment purposes.

Consumer Credit Reporting Agencies

The Privacy Rule's definition of "payment" includes disclosures to consumer reporting agencies. These disclosures, however, are limited to the following PHI about the individual: name and address; date of birth; social security number; payment history; and account number. 

In addition, disclosure of the name and address of the health care provider or health plan making the report is allowed.  The Privacy Rule allows us to perform this payment activity directly or we may carry out this function through a third party, such as a collection agency, under a business associate arrangement.

Debt Collection Agencies

The Privacy Rule permits our practice to use the services of debt collection agencies. Debt collection is recognized as a payment activity within the "payment" definition.  Disclosures to collection agencies under a business associate agreement are governed by other provisions of the rule, including consent (where consent is required) and the minimum necessary requirements.

Location information services of collection agencies and the Fair Debt Collection Practices Act

As described above, "Payment" is broadly defined as activities by health plans or health care providers to obtain premiums or obtain or provide reimbursements for the provision of health care.  The activities specified are by way of example and are not intended to be an exclusive listing.  Billing, claims management, collection activities and related data processing are expressly included in the definition of "payment."  

HHS has stated that obtaining information about the location of the individual is a routine activity to facilitate the collection of amounts owed and the management of accounts receivable. Therefore, would constitute a payment activity.  We would still have to comply with any limitations placed on location information services by the Fair Debt Collection Practices Act.

What to Do When a Patient Does Not Sign a Consent Form
The HIPAA privacy rule assumes that, in the vast majority of episodes of care, provider-covered entities will obtain signed consent forms to use PHI for treatment, payment and health care operations (TPO) from adult patients or, in the case of patients who are minor children, from parents. If the patient (or parent) refuses to grant consent or is unable to do so, the HIPAA privacy rule and state laws outline what must be done in relatively clear terms. 

Three Exceptions to the Consent Requirement 

The privacy rule (sec. 164.506(a)(3)) lists three situations in which covered providers may treat patients without obtaining prior consent to use their PHI: 

(1) Times when there are "substantial barriers to communicating with the individual" so that, despite trying, the covered entity cannot obtain consent. In such cases, the provider, in order to justify transmission of PHI, must "clearly infer from the circumstances.in the exercise of professional judgment" that the individual would consent. 

(2) Medical emergencies. 

(3) Times when the provider must furnish care under terms of another law, such as the Emergency Medical Treatment and Active Labor Act. 

In the last two situations, the covered entity must attempt to obtain consent as soon as possible after the delivery of treatment. In all three situations, if consent is not finally obtained, the reason for the failure must be documented (sec. 164.506(a)(3)(ii)). 

Reading these three situations together, sec. 164.506(a)(3) provides that: 

-- If the patient (or parent) is not unable to communicate effectively due to an emergency or a communications barrier, 

-- But refuses to grant consent, 

-- And the provider is not legally forced to treat the patient, 

-- Then the provider would seemingly be prohibited under HIPAA from treating a patient, and from forwarding the PHI to a third party for payment. 

While absurd in most typical medical settings, it might be permissible to treat a patient without consent -- and in the absence of any of the three exceptions described above -- if the provider does not know the patient's name, address, or other personal information. But certainly HIPAA does not mandate or acknowledge such anonymous medicine.

To Treat or Not to Treat 

Physicians and other providers may be exposed to serious liability if they provide treatment to patients who have not signed consent forms. 

On the flip side, their liability for not treating patients who flat-out refuse to consent may be limited, since providers may treat patients in emergencies without their consent. Incapacity Governed by State Law 

The privacy rule largely defers to state law in incapacity situations. Sec. 164.502(g) says a "personal representative under applicable law" -- generally meaning state law -- who has the authority to make health care decisions for another person of any age, also has the authority to make health care information decisions, such as those that involve granting consent for TPO of the other person. 

In many contexts, particularly emergencies and hospital care, whether an adult patient is able to knowledgeably grant consent on health care and information issues is a determination that physicians or even ambulance workers must make, says Rebecca Buegel, director of health information management at Case Grande (Ariz.) Regional Medical Center. Once the physician says a hospital patient is incapacitated, health information decisions should be made under policies and procedures developed in light of privacy laws for the particular state, she suggests. Most States Have Legal Hierarchy 

Buegel and Mary Barry, HIPAA privacy officer for Hillside Children's Center in Rochester, N.Y., said that most states provide roughly similar legal hierarchies for determining who is the personal representative of an adult for health purposes. The approximate order they suggest - which is not necessarily the law in any one state - is as follows: 

(1) Legal guardians ordered by courts or recognized in state-mandated forms. Barry says that New York now has a state-mandated "health care proxy" or "living will" form that patients fill out and sign when admitted to hospitals. The forms designate not only personal representatives, but also certain care decisions. Court-ordered guardianships are helpful, Barry adds, because without one, there are sometimes conflicts in determining the patient's choice on health care or information. For instance, two adult children of an elderly patient may disagree on what treatment to authorize. 

(2) "Durable" powers of attorney. These are, in effect, guardianships for health care only. In New York, DPOAs must be "activated" by the signatures of two physicians. Ordinary powers of attorney are only for financial uses, Barry cautions. 

(3) Family hierarchy, used when there is nothing in writing. The hierarchy is sometimes set forth in state "substituted judgment" statutes, and sometimes merely set in hospital policies or by common assent. Usually the order for an incapacitated adult patient is: spouse, parents, adult children, siblings, and then more distant relatives such as cousins and nieces/nephews. 

Selecting HIPAA-worthy passwords—Protect Personal Medical Information

An unprotected computer workstation is the weakest link!

We all know that HIPAA requires strong passwords, along with effective
 password training.  Here's how to select strong passwords that are easy to
 remember and fun to create.

 Does your password training currently go something like this?

Select a password that is easy to remember, but hard to guess.
Do not use your name, your children's, animal's, or parent's names
Do not use a word found in the dictionary
Include alpha and numeric characters
Password minimum is 7 characters
Do not write your password down
Do not share your password with anyone.

Not bad. These are all valid, common rules you may have seen for choosing
passwords. However, selecting quality, easy-to-remember passwords requires
a little more effort -- and can be a whole lot more fun!

Remember your favorite song.  Is it "The Wheels On The Bus Go Round and
Round" or "In a Gadda Da Vida"?  Use either song -- or any other favorite
-- to create a password that is more difficult to crack.  Take the first
letter of each word and then add a special character or number and you
will have a good password.  "The Wheels On the Bus Go Round And Round"
becomes TWOTBG$.  "In a Gadda Da Vida" becomes IAG8DV.

If you and music don't mix, consider something about you, your friends or
family.  "My Daughter Attends Trinity Presbyterian School".  That becomes
MDATPS -- or, add a special character or number and statistically it gets
even stronger, MD@TPS.  "I Took My Son To See Shrek", becomes ITMS2SS.


Above all make it unique, unusual, and change it often. Find words that aren't in a dictionary 

or easily guessed.  Combine words to create new words  Examples would include Party Animal, which becomes PARANI%.  Happy New Year becomes HAPNEWY*.

No password is perfect, and even the best system can be broken with enough
time, money and computing power.  But by using creative techniques like
these, you will create better passwords. This will strengthen security
and help ensure patient confidentiality.
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